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ABOUT THIS POLICY 
We recognise that many of our students have personal electronic devices that they could use for learning 

purposes, and that there can be significant benefits for both students and teachers, including increased learning 

flexibility, in permitting such use. However, the use of personal mobile devices for learning by students gives rise 

to increased risk in terms of the security of school IT resources and communications systems and the protection 

of confidential information. 

Anyone covered by this policy may use a personal electronic device for learning purposes, provided that they 

sign the declaration at the end of this policy and adhere to its terms. 

This policy sets out the conditions through which a student may bring their own device into school to use for 

educational purposes. 

SCOPE AND PURPOSE OF THE POLICY 
This policy applies to students who use a personal electronic device including any accompanying software or 

hardware (referred to as a device in this policy) for learning purposes. It applies to use of the device both during 

and outside school hours whilst on the school site. 

This policy applies to all devices used to access our IT resources and communications systems (collectively 

referred to as systems in this policy), which may include (but are not limited to) smartphones, PDAs, tablets, and 

laptop or notebook computers. 

When you access school systems using a device, the school is exposed to a number of risks, including the threat 

of malware (such as viruses, worms, spyware, Trojans or other threats that could be introduced into our systems 

via a device). This could result in damage to school systems. 

The purpose of this policy is to protect school systems while enabling you to access our systems using a device. 

This policy sets out the circumstances in which we may monitor your use of school systems, access your device 

and retrieve, remove or destroy data on it and the action which we will take in respect of breaches of this policy. 

Breach of this policy may lead to the school revoking your access to school systems, whether through a device 

or otherwise. It may also result in sanctions up to and including exclusion. You are required to co-operate with 

any investigation into suspected breach, which may involve providing us with access to the device and any 

relevant passwords and login details. 

Some devices may not have the capability to connect to school systems. The school is not under any obligation 

to modify its systems or otherwise assist students in connecting to those systems. 

PERSONNEL RESPONSIBLE FOR THIS POLICY 
The Senior Leadership Team has overall responsibility for the effective operation of this policy but has delegated 

day-to-day responsibility for its operation to Mr Pilbury (Deputy Headteacher). Mr Pilbury and the school 

governors shall be responsible for reviewing this policy to ensure that it meets legal requirements and reflects 

best practice. 

Mr Pilbury has responsibility for ensuring that any person who may be involved with administration, 

monitoring, IT security or investigations carried out under this policy receives regular and appropriate training 

to assist them with these duties. 



All staff and students at Tytherington School are responsible for the success of this policy. Any misuse (or 

suspected misuse) of a device or breach of this policy should be reported to Mr Pilbury. 

If you have any questions regarding this policy or have questions about using your device for learning purposes 

which are not addressed in this policy, please contact Mr Pilbury. 

TERMS OF THE POLICY 

PARENT/STUDENT AGREEMENT 

Parents and students must agree and sign to the contents of this BYOD policy to show acceptance of the terms 

and conditions of the use of personal electronic devices in school before students are permitted to use their 

own device. 

PERSONAL ELECTRONIC DEVICE 

Such devices include laptops, Chromebooks, netbooks and notebooks, iPads and tablets, Kindle and e-readers, 

iPod Touch, smartphone and mobile phones and any other devices that allow electronic communication. Devices 

that are primarily aimed at gaming or are primarily a music player are not allowed. Similarly, devices that just 

permit the making of phone calls and sending texts are also not allowed. Tytherington School will make the final 

decision whether any such device is permitted. 

LOST, STOLEN OR DAMAGED 

Students who bring such devices into school do so entirely at their own risk, just like any other personal item. 

Tytherington will not accept any responsibility for devices that are miss-placed, lost, stolen or damaged. Many 

devices have a location finder app and it is recommended that this feature is enabled to aid tracking, wherever 

possible. It is also recommended that such devices are fully insured on individual family’s home contents 

insurance to cover loss and damage outside of the home, or through a device/gadget specific insurance policy. 

SECURITY AND CARE 

Students are responsible for the proper care and use of their own device. Students are responsible for the 

adequate security of their own device whilst in school, keeping it with them at all times (when required) or 

properly securing it (e.g. in their own locker). It is recommended that students do not share or lend their device 

to other students. 

EDUCATIONAL USE  

Students that have signed and submitted the “Bring Your Own Device Declaration & Agreement” below will 

appear in the class register as having done so and their devices will only be used for educational purposes to 

support learning whilst in school. It will be at the teacher's discretion as to when these devices may be used 

by a student within school. Students will respect a teacher's decision and turn off their device when requested 

to do so. 

AUDIO, PHOTOGRAPHS AND VIDEO 

Students will not use their device to record audio or take photographs or video of other students or members 

of staff without their permission. Students will not transmit or upload such media without permission. 

 



INTERNET USAGE POLICY 

Devices will only access the internet through the Tytherington School network. Students will adhere to the 

school's ICT Acceptable Use and E-Safety Policy whilst on the school site. In addition, students will not access any 

inappropriate material that may or may not already be downloaded onto their device. Members of staff have 

the right to access a student's own device if there is reason to believe a student is in violation of this policy or 

the above-mentioned policies. 

STUDENTS BREACHING THE BYOD POLICY 

If a student breaches the BYOD Policy or if a member of staff feels that they are likely to have breached this 

policy, then the student's device will be confiscated and held in the school office. The student's parent will be 

contacted, and they will need to come into school to collect the device. Subsequent breaches of this policy by 

the same student will result with that student no longer permitted to bring in their own device. 

REQUIREMENTS & RECOMMENDATIONS FOR DEVICES 
To ensure the correct device is purchased we have outlined the following minimum requirements, 

recommendations and security guidelines.  

MINIMUM REQUIREMENTS  FOR A WINDOWS DEVICE 

• Windows 10 S 

• At least a 11.6” display 

• Intel or AMD processor 

• At least 4GB RAM 

• At least 128GB Hard Drive 

• WiFi capability 

• Antivirus protection: Windows Defender and Windows Firewall are recommended to protect your device 

and are pre-installed on your Windows computer. 

RECOMMENDATIONS FOR A WINDOWS DEVICE  

• Windows 10 

• At least 14” display 

• At least Intel i3 or AMD Ryzen 3 

• At least 8GB RAM 

• At least 128GB SSD 

• WiFi capability 

• Antivirus protection: Windows Defender and Windows Firewall are recommended to protect your device and 

are pre-installed on your Windows computer. 

MINIMUM REQUIREMENTS  FOR A CHROMEBOOK DEVICE  

• ChromeOS 

• At least a 11.6” display 

• At least 2GB RAM 

• At least 16GB Hard Drive 

• WiFi capability  

RECOMMENDATIONS FOR A CHROMEBOOK DEVICE  

• ChromeOS 

• At least a 11.6” display 

• At least Intel Celeron or AMD A4 

• At least 4GB RAM 

• At least 32GB SSD 

• WiFi capability 

REQUIREMENTS FOR AN APPLE DEVICE  

• Mac OS 10.14 or later 

• At least a 13” display 

• At least Intel i3 

• At least 8GB RAM 

• At least 256GB SSD 

• WiFi capability 

Please Note: Apple devices or tablets running Windows 10 or ChromeOS will not be accepted as these will have been 

tampered with in order to make it possible. 



MICROSOFT OFFICE 
Microsoft Office 365 is available to all students for free. We strongly recommend that students not to buy 

Microsoft Office from manufacturers or retail stores. 

Please see http://www.tytheringtonschool.co.uk/students/office-365/ for details of the free Microsoft Office 365 

package available to Tytherington School students. 

EXTENDED WARRANTIES 
We recommend purchasing an extended warranty that covers three to four years. When possible, purchase additional 

protection that covers drops and liquid damage to the device. 

CONNECTING DEVICES TO SCHOOL SYSTEMS 
Connectivity of all devices is centrally managed by the Tytherington School IT Support Team, who must approve 

a device before it can be connected to school systems - The MAC address of the device will be recorded so that 

it is recognised by and allowed on to the Tytherington School network. 

The school reserves the right to refuse or remove permission for your device to connect with school systems. 

Tytherington School IT Support will refuse or revoke such permission (and may take all steps reasonably 

necessary to do so) where in our reasonable opinion a device is being or could be used in a way that puts, or 

could put, the school, our students, our staff, our systems, or  sensitive school data at risk or that may otherwise 

breach this policy. 

In order to access school systems, it may be necessary for Tytherington School IT Support to install software 

applications on your device. If you remove any such software, your access to our systems will be disabled. 

CHARGING THE DEVICE IN SCHOOL 
The device’s charger must be PAT tested and certified by a trained member of Tytherington School staff before being 

plugged into an electrical socket on school site – please also see Frequently Asked Questions (FAQs) below. 

MONITORING 
The school reserves the right to monitor, intercept, review and erase, without further notice, content on the 

device that is deemed to be in breach of this policy. 

Monitoring, intercepting, reviewing or erasing of content will only be carried out in order to: 

• prevent misuse of the device; 

• ensure compliance with our rules, standards of conduct and policies in force from time to time (including 

this policy). 

By signing the declaration at the end of this policy, you confirm your agreement (without further notice or 

permission) to such monitoring. You also agree that you use the device at your own risk and that the school 

will not be responsible for any losses, damages or liability arising out of its use, including any loss, corruption 

or misuse of any content or loss of access to or misuse of any device, its software or its functionality. 

  

http://www.tytheringtonschool.co.uk/students/office-365/


SECURITY REQUIREMENTS 
You must comply with our Student ICT Acceptable Use and E-Safety Policy which is available on the main website 

when using your device to connect to school system. 

The school reserves the right, without further notice or permission, to inspect your device and access data and 

applications on it, and remotely review, copy, disclose or wipe, enabling us to: 

• inspect the device for use of unauthorised applications or software; 

• investigate or resolve any security incident or unauthorised use of school systems; 

• ensure compliance with our rules, standards of conduct and policies in force from time to time (including 

this policy). 

You must co-operate with the school to enable such inspection, access and review, including providing any 

passwords or pin numbers necessary to access the device or relevant applications. A failure to co-operate with 

the school in this way may result in sanctions, up to and including expulsion. 

If the school discovers or reasonably suspects that there has been a breach of this policy, including any of the 

security requirements listed above, your access to school systems will be immediately removed. 

By signing the declaration at the end of this policy, you consent to the school, without further notice or 

permission, inspecting a device and applications used on it, and remotely reviewing, copying, disclosing, wiping 

or otherwise using data on or from a device that is in breach of this policy. 

LOST OR STOLEN DEVICES 
In the event of a lost or stolen device, you should report the incident to the Main School Office. 

If the device is not recoverable, you should follow the procedure for claim against any insurance policy that 

covers the device. 

APPROPRIATE USE 
You should never access or use school systems through a device in a way that breaches this policy or the school's ICT 

Acceptable Use Policy and E-Safety Policy. 

If you breach this policy, you may be subject to sanctions up to and including exclusion. 

TECHNICAL SUPPORT 
We do not provide technical support for devices. If you bring your device to school you are responsible for any 

repairs, maintenance or replacement costs and services. 

COSTS AND REIMBURSEMENTS 
You must pay for your own device costs under this policy. By signing the declaration at the end of this policy you 

acknowledge that you alone are responsible for all costs associated with the device and that you understand 

that your usage of the device in school may increase any data usage charges.



BRING YOUR OWN DEVICE DECLARATION & AGREEMENT 
Parents/Guardians and Students - Please sign the BYOD agreement to agree to the contents of this policy. 

Students will be unable to use their own device in school unless both parties (parent and student) 

agree to the contents of this policy. 

I wish to use the above detailed personal electronic device for learning purposes at Tytherington School and 

explicitly confirm my understanding and agreement to the following: 

• I have read, understood and agree to all of the terms contained in the Bring Your Own Device (BYOD)  

Policy. 

• I understand that the terms of this policy will apply to me at all times, during or outside school hours, when 

I am on the school site. 

• I acknowledge and agree that authorised personnel of Tytherington School shall have the rights set out in 

this policy, including but not limited to the right to access, monitor, review, record and wipe (as the case 

may be) data contained on my personal device (which I acknowledge may result in inadvertent access to 

or destruction of my personal data). 

• I understand and agree that Tytherington School in its discretion may amend, or remove this policy at any 

time and that I will be bound by the terms of the policy, as  amended. 

As a Tytherington School student, I understand and agree to the conditions set out in the above BYOD Policy. I 

understand that if I breach this policy then my device may be removed and held in the school office to be collected 

by my Parent/Guardian. I also understand that I may lose the privilege of bringing my own device into school and 

possibly face sanctions. 

SIGNED (STUDENT) DATE 
  

 

As a Tytherington School Parent/Guardian I understand that my child will be responsible for adhering to this policy. 

I have read and discussed this policy with my child and they understand the trust and responsibility required in 

having their own device in school. 

SIGNED (PARENT) DATE 
  

 

  

STUDENT NAME:  TUTOR GROUP:  

PERSONAL ELECTRONIC DEVICE DETAILS  

TYPE 
 

MAKE  
 

MODEL 
 

SERIAL NUMBER  
 



FREQUENTLY ASKED QUESTIONS (FAQS) 

HOW OFTEN WILL A STUDENT USE A DEVICE IN LESSONS DURING THE COURSE OF A SCHOOL DAY ? 

We are looking at increasing the use of technology in lessons which will be done through the sharing of resources 

within our FireFly and Office 365 platforms and unlocking the study potential through these and the internet.  

We cannot be sure exactly how often devices will be used each school day, but staff will purposely plan for the use 

of technology when it is appropriate for the lesson. Learning in school will also be connected to learning at home 

through the platforms. 

WILL IT BE POSSIBLE TO CHARGE THE DEVICE DURING THE SCHOOL DAY? 

Before being able to charge any device, the device’s charger must be PAT tested by a trained member of 

Tytherington School staff. Once tested, the device may be charged but the opportunity to do so may be limited by 

the availability of a socket. Therefore, please ensure that the device is charged overnight and ready for use in 

school, using its own battery power. 

DOES THE SCHOOL NETWORK HAVE THE CAPACITY FOR LARGE NUMBERS OF STUDENTS TO USE DEVICES AT THE SAME 

TIME? 

Recognising the potential in developing learning through the use of technology, we have stepped up our network 

improvement plan and are completing Years 1 to 3 of the plan in preparation for September 2020. This greatly 

increases the capacity and security of the network, as well as increasing the speed of our internet service, allowing 

for the increase in devices being used on the school site. 

WHY DEVICES WITH A SCREEN SIZE OF AT LEAST 11.6”? WHY NOT SMARTPHONES? 

We have learned much during the course of the COVID-19 lockdown about how the size of a screen improves both 

functionality and accessibility of the FireFly online platform and Office 365 apps that Tytherington School students 

use. It is largely owing to feedback regarding difficulties that students were experiencing in the use of smartphones 

during lockdown that we have linked up with Freedom Technology to provide a scheme through which parents 

can purchase a Chromebook with a larger screen size.  

This allows students to view larger amounts of information on the screen at one time, without sections of the 

screen being taken up by a keyboard, as well as being able to view detail on the screen without having to move 

closer to it. 


